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SUMMARY

My testimony presents the compliance-related items primarily associated with Southern
California Gas Company’s (SoCalGas) and San Diego Gas & Electric Company’s
(SDG&E) Test Year (TY) 2019 General Rate Case (GRC) Decision (D.) 19-09-051.
This testimony also describes SoCalGas’s and SDG&E’s compliance with requirements
from California Public Utilities Commission (CPUC or Commission) directives derived

from other proceedings since the last GRC.
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PREPARED DIRECT TESTIMONY OF
LAUREN GODINEZ FRAZER
(COMPLIANCE)

L. INTRODUCTION

A. Summary of Proposals

My testimony presents the status of SoCalGas’s and SDG&E’s compliance with
Commission directives. Most of the compliance items discussed herein are associated with
compliance items ordered in D.19-09-051, SoCalGas’s and SDG&E’s TY 2019 GRC Decision.
D.19-09-051 was approved by the Commission on September 26, 2019 (i.e., the effective date)
and was issued on October 1, 2019 (i.e., the issuance date).

Of all the potential SoCalGas and SDG&E compliance action items identified, only those
that impact this general rate case are addressed in this exhibit.

To derive the list of compliance items provided in my testimony, I reviewed
D.19-09-051 and other Commission directives and reporting requirements. This testimony is a
product of my research.

B. Organization of Testimony

My testimony is organized in four sections as follows:
L Introduction
IIL. Requirements in D.19-09-051 Included in the TY 2024 GRC
I1I. Other Compliance Items and Reporting Requirements Beyond
D.19-09-051
IV.  Witness Qualifications
II. REQUIREMENTS IN D.19-09-051 INCLUDED IN THE TEST YEAR 2024 GRC

Table LGF-1 below provides an overview of the compliance items from D.19-09-051 and

the status of each. For each compliance action item, the following information is provided:

. Compliance Item: This usually consists of a quote of the applicable language from

the decision. In general, if the decision citation includes an Ordering Paragraph,
the “Compliance Item” will only quote such Ordering Paragraph. In some
instances, other decision language will be quoted to help clarify the compliance

item.
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. Decision Reference: This indicates where the identified compliance action may be

found in the Commission decision or resolution. The Decision Reference may

refer to any combination of Ordering Paragraph or Discussion pages.

. Status: A status of “Complete” is provided for items that have been addressed in

this GRC filing. Otherwise, a brief explanation is provided.

TABLE LGF-1
Compliance Item Decision Status
Reference
Application [17-10-007/008 are] granted to the extent Ordering Complete, on-going

set forth in [D.19-09-051]. SoCalGas and SDG&E are
authorized collect, through rates and through authorized
ratemaking accounting mechanisms, the 2019 test year
base revenue requirement, effective January 1, 2019.

Paragraphs 1 &
2

for post-test years

Within 30 days from the effective date of this Order, Ordering Complete
Southern California Gas Company (SoCalGas) and San | Paragraph 3
Diego Gas & Electric Company (SDG&E) shall each
shall file respective Tier 1 Advice Letters with revised
tariff sheets to implement the revenue requirements
authorized in Ordering Paragraphs 1 and 2.
a. The revised tariff sheets shall become effective
on January 1, 2019 subject to a finding of
compliance by the Commission’s Energy
Division, and compliance with General Order
96-B.
b. The balances recorded in SoCalGas’ and
SDG&E’s respective General Rate Case
Revenue Requirement Memorandum Accounts
from January 1, 2019 until the effective date of
the new tariffs required by this Ordering
Paragraph shall be amortized in rates thirty days
after the effective date of this decision through
December 31, 2021."
SoCalGas and SDG&E are each authorized to Ordering Complete
implement a Post-Test Year Ratemaking mechanism for | Paragraph 4

2020 and 2021, as follows:

a. Labor and non-labor costs as well as medical
costs be based on the IHS (Information Handling
Services) Markit Global Insight forecast;

b. Capital investments be based on an escalated
seven-year average of capital additions and for
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Compliance Item

Decision
Reference

Status

SoCalGas, a forecast of Pipeline Safety
Enhancement Plan capital additions beyond Test
Year 2019; and

c. Continuation of their currently authorized
Z-Factor mechanisms.

SoCalGas and SDG&E shall update their Post-Test
Year revenue requirements by filing respective Tier 1
advice letters two months prior to the beginning of each
attrition year. To adjust the revenue requirement for
2020, SoCalGas and SDG&E shall each file a Tier 1
Advice Letter with the Commission’s Energy Division
on or before November 1, 2019 with the update to the
Test Year 2019 revenue requirement to be effective on
January 1, 2020. Similarly, Tier 1 Advice Letters are to
be filed on November 1, 2020 to adjust the revenue
requirement for 2021 beginning on January 1, 2021.

Ordering
Paragraph 5

Complete

Beginning in Post-Test Year (PTY) 2020, SDG&E shall
adjust its PTY revenue requirements to reflect the equity
rate base exclusion required by Assembly Bill 1054.
SDG&E shall file a Tier 3 Advice Letter concurrent
with its year-end adjustment filing for 2019, providing a
detailed explanation and showing of the revenue
requirement impact of the Public Utilities Code section
8386.3(e) equity rate base exclusion when it makes its
annual PTY revenue requirement implementation
filings.

Ordering
Paragraph 6

Complete
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Compliance Item Decision Status
Reference

SoCalGas regulatory account proposals are authorized Ordering Complete

except as follows: Paragraph 7

a.

Fire Hazard Prevention Memorandum Account
(FHPMA). Recovery of balances under the
FHPMA is authorized subject to a reduction of
$0.1 million representing interest as SoCalGas
should have sought recovery of this balance at
an earlier time;

Discontinuation of Service Establishment
Charges (SEC). SoCalGas’s request to eliminate
the SEC is denied;

Pipeline Safety Enhancement Plan Balancing
Account (PSEPBA). Authority to establish the
PSEPBA is denied. SoCalGas is instead
authorized to establish a Pipeline Safety
Enhancement Plan (PSEP) memorandum
account to track PSEP costs and request
recovery of amounts in excess of the amounts
authorized in this decision;

Morongo Rights-of-Way Balancing Account
(MROWBA). Authority to establish the
MROWBA is denied. Costs proposed to be
recorded in the MROWBA must instead be
tracked in the Morongo Rights-of-Way
Memorandum Account;

Liability Insurance Premium Balancing Account
(LIPBA). SoCalGas shall file a Tier 2 advice
letter when it seeks recovery of costs for
additional liability insurance coverage that were
not requested in this General Rate Case; and

SoCalGas shall be allowed to include capital
compounding calculations to its capital expenses
for its Transmission Integrity Management
Program (TIMP), Distribution Management
Integrity Program (DIMP) and Storage Integrity
Management Program (SIMP) Balancing
Accounts.
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Compliance Item

Decision
Reference

Status

SDG&E's regulatory account proposals are authorized
except as follows:

a. FHPMA. Recovery of balances under the
FHPMA is authorized subject to a reduction of
$44,712 representing interest as SDG&E should
have sought recovery of this balance at an earlier
time;

b. Tree Trimming Balancing Account (TTBA).
Modification of the TTBA from a one-way to a
two-way balancing account is authorized.
However, SDG&E is required to file a Tier 3
Advice Letter for recovery of undercollections
up to 35 percent and an application for
undercollections above 35 percent;

c. LIPBA. SDG&E shall file a Tier 2 advice letter
when it seeks recovery of costs for additional
liability insurance coverage that were not
requested in this General Rate Case; and

d. SDG&E shall be allowed to include capital
compounding calculations to its capital expenses
for its TIMP and DIMP Balancing Accounts.

Ordering
Paragraph 8

Complete

SoCalGas and SDG&E shall comply with Resolution E-
4963 and track in their respective Officer Compensation
Memorandum Accounts officer compensation and
benefits that are still included in their respective Test
Year 2019 revenue requirements.

Ordering
Paragraph 9

Complete

SoCalGas and SDG&E shall track officer salaries,
bonuses, and benefits in cost centers that are embedded
with other costs in their respective Officer
Compensation Memorandum Accounts.

Ordering
Paragraph 10

Complete

"The Officer Compensation Memorandum Account
balances shall be trued-up in Southern California Gas
Company’s and San Diego Gas & Electric Company’s
respective year-end adjustment filings for 2019 and the
amounts refunded to ratepayers."

Ordering
Paragraph 11

Complete

Officer salaries, bonuses, and benefits shall be excluded
from the revenue requirements for Post-Test Years 2020
and 2021.

Ordering
Paragraph 12

Complete
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Compliance Item Decision Status

Reference
SoCalGas shall file a Tier 2 Advice Letter at the Ordering The ordering
conclusion of Line 235 West Sections 1 and 2 testing or | Paragraph 13 paragraph directs
replacement with clear accounting delineations of which SoCalGas to file an

costs are subject to the TIMP and which costs are
subject to the Pipeline Safety Enhancement Plan (PSEP)
before any associated Line 235 PSEP pressure testing
costs can be placed into rates for recovery. Such PSEP
costs shall not be placed into rates for recovery and such
TIMP costs shall be made subject to refund until the
Advice Letter is approved. The Line 235 costs subject to
this accounting requirement include costs SoCalGas is
incurring for the additional permits, crews,
environmental monitoring, and all other costs associated
with investigating and repairing the ongoing leaks on
Line 235. Line 235 repair costs in TIMP will be
reviewed in a future general rate case.

advice letter at the
conclusion of Line
235 West Sections 1
and 2 testing or
replacement. The
conclusion of testing
or replacement has
not occurred.

SoCalGas shall establish a memorandum account within
20 days from the effective date of this decision and at
that time shall begin to record all costs related to Line
235 West Sections 1 and 2 (i.e., capital costs including
rate of return, operations and maintenance costs, repair
and replacement costs, or any other costs related to the
line).

Ordering
Paragraph 14

Complete

To ensure that pipelines under Phase 2b comply with
D.11-06-017, SoCalGas shall file the re-testing
implementation plan as part of SoCalGas’s 2019 Risk
Assessment Mitigation Phase (RAMP) filing, and the
plan shall specifically include the following:

a. Identification of all in-service natural gas
transmission pipelines (by location and including
linear feet and the pipelines’ categorization in
Class locations 1-4) that were tested under the
ASA Code and for which test records exist;

b. Identification of the subset of the above
qualifying pipelines for which SoCalGas
recommends and does not recommend a re-test,
in particular in Class 1 locations in areas that are
not High Consequence Areas, and a statement
explaining why a re-test is proposed or not
proposed;

c. Presentation of the pre-1970 ASA Code test
records for the pipelines proposed to be re-

Ordering
Paragraph 15

Complete
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Compliance Item

Decision
Reference

Status

tested, and direct comparison of the test
elements shown in the records to the test
elements set out in 49 CFR 192.619;

d. An evaluation by an independent engineer that
SoCalGas’s proposed determination of which
pipelines to re-test or not to re-test is a
reasonable engineering judgement;

e. The forecast costs of re-testing; and

f. Consistent with the RAMP framework, a
complete discussion of the risk-spend efficiency
of the dollars proposed to be spent.

SoCalGas shall file a Tier 2 Advice Letter to request
project substitution of an approved PSEP with another
project. The advice letter will contain the name and
scope of the delayed project, the circumstances that led
to the substitution, and identification

of the substituted project as well as the scope and
estimated costs to complete the substituted project.

Ordering
Paragraph 16

Complete

SDG&E shall file a Tier 1 Advice Letter to establish a
one-way balancing account for Overhead Pools within
60 days from the effective date of this decision.

Ordering
Paragraph 17

Complete

Southern California Gas Company and San Diego Gas
& Electric Company shall update their respective
uncollectible expense rate for Post-Test Years 2020 and
2021 by filing respective annual Tier 1 Advice Letters
to the Commission’s Energy Division.

Ordering
Paragraph 18

Complete

Within 180 days from the effective date of this decision,
SoCalGas shall file a Tier 3 Advice Letter certifying
that it is dedicating the additional funding of $0.859
million for Customer Services Field & Meter Reading to
improving its reconnection rates and explain, with
specificity, what steps it is taking to ensure that
reconnection times stay within that 36-hour period. The
Advice Letter must demonstrate that SoCalGas is
complying with the 36-hour reconnection period
without underfunding or understaffing other work and
shall also provide information about customer wait
times for safety concerns and service requests and show
that those wait times are reasonable for customers
requesting assistance in English as well as in other
languages.

Ordering
Paragraph 19

Complete
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Compliance Item Decision Status
Reference

SDG&E shall file a Tier 2 Advice Letter to request Ordering Complete

recovery of reasonable costs in excess of the authorized | Paragraph 20

amount for third-party claims.

SoCalGas and SDG&E shall file separate Tier 2 Advice | Ordering In May 2022, the

Letters to seek appropriate adjustment to its revenue Paragraph 21 IRS ruled that the

requirement for any difference between including and Commission’s

excluding cost of removal from the Average Rate method for

Assumption Method (ARAM) calculation in the event computing ARAM

that the Internal Revenue Service (IRS) issues formal (i.e., including cost

guidance contrary to the approach this decision takes in of removal in the

disallowing exclusion of costs of removal from the calculation) was

ARAM calculation. inconsistent with the
tax normalization
rules, while the
SoCalGas/SDG&E
method for
computing ARAM
(i.e., excluding cost
of removal) was
consistent with the
tax normalization
rules. Therefore,
SoCalGas and
SDG&E will file
separate Tier 2
Advice Letters to
seek appropriate
adjustment to the
revenue
requirement.

The decision also incorporates 2019 impacts from the Ordering Complete

Tax Cuts and Jobs Act (TCJA) and directs SDG&E and | Paragraph 22

SoCalGas to file separate Advice Letters with the

Commission’s Energy Division to begin the process of

returning to ratepayers 2018 tax savings from the TCJA.

SDG&E shall remove costs for two projects concerning | Ordering Complete

the Palomar plant that should have been disallowed in Paragraph 23

2012 but were still included in the revenue requirement

beginning in 2016.

In its next GRC filing, SoCalGas shall include Ordering Complete

testimony confirming any costs associated with Paragraph 25

Morongo Rights-of-Way negotiations and resolution of

negotiations if an agreement is reached.

SoCalGas shall include a Safety Management Systems | Ordering Complete
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Compliance Item Decision Status
Reference

proposal in its next GRC application. Paragraph 26

In its next GRC, SoCalGas shall include an outlook of | Ordering Complete

its long-term assessment and replacement plan for Paragraph 27

Aldyl-A pipes and bare steel pipes without cathodic

protection, in addition to assessment and replacement

activities planned for the next GRC cycle.

SDG&E shall include an outlook of its long-term Ordering Complete

assessment and replacement plan of its Aldyl-A pipes Paragraph 28

and the Distribution Risk Evaluation and Monitoring

System program pipe replacement in its next GRC in

addition to the activities planned for the next GRC

cycle.

San Diego Gas & Electric Company shall submit a Ordering Complete

report in its next General Rate Case detailing actual Paragraph 29

project costs for the Advanced Energy Storage (AES)

project. The report shall include the specific costs of

procuring the energy storage systems and a summary of

the specific benefits realized by ratepayers.

SoCalGas shall host an annual workshop during the Ordering Complete

second quarter of 2020 and 2021 under supervision of Paragraph 30

the Commission’s Energy Division. At these
workshops, SoCalGas shall present the result of the
previous year’s Research, Development, and
Demonstration (RD&D) program and obtain input
regarding its intended spending for the following
calendar year. Prior to the workshop, SoCalGas shall: a.
Submit a report to Energy Division staff describing
prior years” RD&D program including a summary of
ongoing and completed projects; funds expended,
funding recipients, and leveraged funding; and an
explanation of the process used for selecting RD&D
project areas as well as the structure of SoCalGas’
RD&D portfolio; b. Provide Energy Division staff with
the workshop presentation materials as well as
documentation of stakeholders consulted in the
development of RD&D projects, both at least one week
before the workshop; and c. Engage relevant
stakeholders to encourage their attendance at the
workshop, such as the California Energy Commission,
Gas Technology Institute, the U.S. Department of
Energy, and other organizations engaged in gas research
and development. SoCalGas must also present its
budget broken down by research projects, request for
proposals, and funding amounts. Other specific details
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Compliance Item

Decision
Reference

Status

concerning the workshops must be coordinated with the
Commission’s Energy Division staff.

SoCalGas and SDG&E shall provide testimony in their
next General Rate Cases on the current funding levels
and outstanding balance of their Pension Benefit
Obligations so the Commission can assess whether any
modifications are needed.

Ordering
Paragraph 31

Complete

In their next respective GRC applications, SoCalGas
and SDG&E must include a report in the form of
testimony that details the studies conducted, findings
made, and steps taken regarding a multi-method
framework to assess safety culture and including
contractors in safety culture assessments.

Ordering
Paragraph 32

Complete

If a decision adopting a four-year General Rate Case
cycle is made in Rulemaking 13-11-006, Southern
California Gas Company and San Diego Gas & Electric
Company shall file a petition for modification of this
decision to request review and implementation of
Southern California Gas Company’s and San Diego Gas
& Electric Company’s post-test year proposals for 2022.

Ordering
Paragraph 33

Complete

Regarding CUE’s proposal for an additional
replacement of 25 regulators, we find that this
premature at this time. However, we agree with CUE
that SoCalGas should develop some sort of ranking
system for regulator replacements. SoCalGas should
include this information in its next GRC and should use
this ranking system as part of the basis for determining
its proposed regulator replacement rate in its next GRC.

Section
7.1.3.17.,p. 63

Complete

Continuation of the Aliso Canyon Memorandum
Account (ACMA) to record additional capital-related
costs in excess of $275.5 million authorized for the
Aliso Turbine Replacement project should be authorized
subject to a reasonableness review of any additional

Section 14.3,
p. 173-174

Complete
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Compliance Item Decision Status
Reference

costs in SoCalGas’ next GRC.

III. OTHER COMPLIANCE ITEMS AND REPORTING REQUIREMENTS
BEYOND D.19-09-051

Table LGF-2 below provides an overview of the compliance requirements from
Commission directives pertaining to other proceedings since the last GRC and new legislation

and the status of each. For each compliance action item, the following information is provided:

o CPUC Decision or Public Utilities Code that resulted in the compliance action
item.
o Compliance Item: This usually consists of a quote of the applicable language from

the decision. In general, if the decision cite includes an Ordering Paragraph, the
“Compliance Item” will only quote such Ordering Paragraph. In some instances,
other decision language will be quoted to help clarify the compliance item.

o Reference: This indicates where in the Commission decision or resolution the
identified compliance action may be found. The Decision Reference may refer to
any combination of Ordering Paragraph or Discussion pages.

o Status: A status of “Complete” is provided for items that have been addressed in
this GRC filing. Otherwise, a brief explanation is provided.

TABLE LGF-2

Compliance Item Reference Status

D.21-05-003 (SoCalGas’s and SDG&E’s PTY
Mechanism for 2022 and 2023)

Within 30 days from the effective date of this Ordering Complete
Order, SoCalGas and SDG&E shall each file Paragraph 3
respective Tier 2 advice letters to implement the
revenue requirement modifications to Decision
(D.) 19-09-051 specified in Ordering

Paragraph (OP) la to 1u of D.20-07-038. The
modifications shall be effective as of

January 1, 2019. However, OP 1j and 1k are
hereby corrected such that the total

amount of promotional gear for SoCalGas is
$134,000 and for SDG&E $64,000.
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SoCalGas shall update its post-test

year revenue requirements for 2022 and 2023 by
filing Tier 1 advice letters with the Commission’s
Energy Division two months prior to the
beginning of each post-test year. To adjust the
revenue requirement for 2022, SoCalGas shall file
a Tier 1 advice letter on or before November 1,
2021 to update its revenue requirement for
January 1, 2022 through December 31, 2022.
Similarly, SoCalGas shall file a Tier 1 advice
letter on or before November 1, 2022 to update its
revenue requirement for January 1, 2023 through
December 31, 2023.

Ordering
Paragraph 6

Complete for 2022
Post-test year

To adjust the revenue requirement for 2022,
SDG&E shall file a Tier 1 advice letter with the
Commission’s Energy Division on or before
November 1, 2021 to update its revenue
requirement for January 1, 2022 through
December 31, 2022. Similarly, SDG&E shall file
a Tier 1 advice letter on or before November 1,
2022 to update its revenue requirement for
January 1, 2023 through December 31, 2023.

Ordering
Paragraph 7

Complete for 2022
Post-test year

Within 45 days from the date of this Order,
SDG&E shall file a Tier 2 advice letter with the
Commission’s Energy Division to implement
Resolution E-5069 which approved Advice Letter
3352-E. The Resolution removes from the 2019
GRC revenue requirement adopted in D.19-09-
051 costs tracked in the Rate Reform
Memorandum Account relating to Marketing,
Education and Outreach activities for the 2019
Default Time of Use. SDG&E shall also propose
necessary adjustments to the authorized revenue
requirements for all attrition years included in the
2019 GRC cycle.

Ordering
Paragraph 8

Complete

California Public Utilities Code Section 8386.4

The commission shall consider whether the cost
of implementing each electrical corporation's plan
is just and reasonable in its GRC. Each electrical
corporation shall establish a memorandum
account to track costs incurred for fire risk
mitigation that are not otherwise covered in the

Pub. Util. Code §
8386.4(b)(1)

Complete
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electrical corporation's revenue requirements. The
commission shall review the costs in the
memorandum accounts and disallow recovery of
those costs the commission deems unreasonable.

The chief executive officer of an electrical Pub. Util. Code § | Complete;

corporation shall certify in each general rate case | 8386.4(b)(3) Certification

application that the electrical corporation has not attached to this

received authorization from the commission to GRC Application

recover the costs in a previous proceeding,

including wildfire cost recovery applications.

Compliance with D.18-12-014 (the Safety See the testimony of

Model Assessment Proceeding [S-MAP] Gregory S. Flores

Decision) and Ruling Directing Sempra and R. Scott Pearson

Utilities to Incorporate Staff (RAMP to GRC

Recommendations on their RAMP in the 2024 Integration) (Ex.

GRC SCG-03/SDG&E-
03, Chapter 2)

D.18-05-022 (Establishing Reentry Fees and

Financial Security Requirements for

Community Choice Aggregators)

Accordingly, the utilities are directed to file a Ordering Complete

Tier 1 Advice Letter that provides a detailed Paragraph 3

description of the specific services that are

covered, their corresponding costs, and how those

costs were calculated.

In their next general rate case, each utility must Ordering Complete

identify the administrative fee as a separate item, | Paragraph 4

describe its components and how it is calculated,

and provide a comparison of its fee with that of

the other major California utilities.

Resolution E-5030

SDG&E must cease booking costs into the Ordering Complete

Distributed Generation Statistics Memorandum Paragraph 1

Account (DGSMA) after the effective date of the

rates established by its next GRC.

SDG&E, beginning in its next GRC, may recover | Ordering Complete

costs for work performed by the contractor for the | Paragraph 3

California Distributed Generation Statistics
website through its GRCs.

D.19-08-002 (SoCalGas to Incorporate
Advanced Metering Infrastructure Data into

its Scheduling and Balancing Process)
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Applicants shall file a Tier 1 Advice Letter to Ordering Complete
establish a Memorandum Account in which Paragraph 8
Applicants may record costs of the Advanced
Metering Infrastructure Data Aggregation
System, automation of Scheduled Quantity
trading for ENVOY, and other costs associated
with requiring Gas Acquisition to balance to
estimated actual consumption, for consideration
in the next General Rate Case.
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D.18-08-008 (Granting Authority to Implement
Customer Information System (CIS)
Replacement)

In each of SDG&E’s future general rate cases,
SDG&E will present an updated forecast of the
total benefit amount broken down into the 45
distinct benefits identified by SDG&E.

Settlement
Agreement
Provision 2.2

Complete

D.20-06-003 (Accepting Changes to Reduce CA
Resident Disconnections)

Fee based revenue that was collected via
reconnection fees may be addressed in
SoCalGas's and SDG&E's next general rate case
and incorporated into base rates.

Ordering
Paragraph 17

Complete

Any costs associated with the Arrearage
Management Plan (AMP) should be addressed in
the utilities next GRC.

Section 15.5.2,
p. 109

Complete

D.18-06-028 (Re: Certificate of Convenience
and Necessity for the Pipeline Safety &
Reliability Project)

Within one month of the date of the issuance of
this decision, SoCalGas and SDG&E shall file a
Tier 1 Advice Letter requesting a memorandum
account to record costs associated with the audit
of the Line 1600 records (to be reviewed for
reasonableness and amortization in its next GRC
or applicable formal proceeding.)

Ordering
Paragraph 12, and
p. 100

Complete

Assemby Bill (AB) 802

Pursuant to Section 5 of AB 802, SoCalGas
established the AB802 Memorandum Account in
order to record incremental costs related to the
implementation of AB 802. The disposition of the
account balance and cost recovery mechanism for
the AB802MA will be addressed in SoCalGas’
next General Rate Case proceeding or other
applicable proceeding.

Section 5

Complete

D.16-06-007 (Update Portions of the
Commission's Current Cost-Effectiveness
Framework)

The utility is authorized to seek recovery of costs
booked to this memorandum account in a general
rate case proceeding and should demonstrate that
the costs are reasonable and incremental to
current revenue requirements.

Ordering
Paragraph 8

Complete

D.21-06-013 (Revising Electric Rule 20)
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Each utility must track actual expenditures and
seek cost-recovery periodically through the
General Rate Case applications.

p. 28

Complete

D.18-03-023 (Track 3 Policy Issues, Sub-Track
2 (Grid Modernization))

We direct the IOUs to add grid sensors and
remote controlled switches in the classification
tables. If the IOUs find that changes to the
classification system are necessary to more
accurately reflect their GRC proposals, they may
propose modifications via Tier 2 Advice Letter,
with sufficient time to make adjustments to the
GRC filing, in the event of a resolution. Parties
may recommend alternate modifications to the
classification tables in their protests to the advice
letter.

Ordering
Paragraph 3

Complete

The investor-owned utilities (IOUs), in their GRC
filings on grid modernization, shall use the tools
developed in the Distribution Resources Plan
proceeding to present the level of distributed
energy resource penetration system integration
challenges that are expected to arise on the grid,
and what the most cost-effective mitigation
options or investments are.

Ordering
Paragraph 4

Complete

The investor-owned utilities (IOUs) shall identify
the drivers of grid needs in the Grid Needs
Assessment and propose the most appropriate
method to quantify the Distributed Energy
Resources integration costs to incorporate into the
Locational Net Benefit Analysis. The IOUs shall
file their Grid Modernization Plan as a chapter in
their GRC.

Ordering
Paragraph 7

Complete

D.21-06-015 (Approval of Energy Savings
Assistance and California Alternate Rates for
Energy Programs)

The utility cooling centers must be funded
through the respective utility’s general rate case,
since cooling centers benefit all patrons, and not
just low income patrons.

Ordering
Paragraph 19

Complete

D.21-10-019 (Track 2 Pole Owner Databases)

For pole owners subject to a GRC, those costs
incurred to implement the decisions in this
proceeding shall be distributed as appropriate
between electric utility rates for electric
attachments (e.g., cost of cataloging and making
available in the pole database for any attachment

Ordering
Paragraph 24

Complete
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data), and for pole attachment rates for costs
incurred for communications attachments (e.g.,
cost of managing data submissions from
attachers, providing technical support staff,
information technology equipment).

D.11-07-056 & D.12-08-045 (Privacy Decisions)

Audit of Data Privacy and Security Practices

Ordering
Paragraphs 4 and 5

Complete; See
Appendices B & C

This concludes my prepared direct testimony.
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IV.  WITNESS QUALIFICATIONS

My name is Lauren Godinez Frazer. My business address is 555 West Fifth Street, Los
Angeles, California 90013. I am currently a Regulatory Case Manager in the GRC and Revenue
Requirements department within the Regulatory Affairs organization representing both Southern
California Gas Company and San Diego Gas & Electric Company. I have held this position since
July of 2017.

I have a bachelor’s degree in Economics from San Diego State University, Cum Laude. I
started my employment with Sempra Energy in 2011. I have held various positions of increasing
responsibility in the departments of Compliance, Procurement, Supply Management, and
Advanced Metering Infrastructure -Project Management Office before assuming a position in
Regulatory Affairs.

In my current role, I manage regulatory proceedings including the Risk Assessment
Mitigation Phase, and aspects of the Test Year 2024 General Rate Case. In addition, I supervise
the Regulatory Case Support group, which serves as central files for SoCalGas and SDG&E and
processes regulatory-related information requests.

I have not previously testified before the Commission.
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APPENDIX A

Glossary of Terms

AES: Advanced Energy Storage

ACMA: Aliso Canyon Memorandum Account

A.: Application

ARAM: Average Rate Assumption Method

AB: Assembly Bill

AL: Advice Letter

ALJ: Administrative Law Judge

AMP: Arrearage Management Plan

CIS: Customer Information System

CPUC: California Public Utilities Commission

CUE: Coalition of California Utility Employees

D.: Decision

DGSMA: Distributed Generation Statistics Memorandum Account
DIMP Distribution Management Integrity Program
FHPMA: Fire Hazard Prevention Memorandum Account
GRC: General Rate Case

ICP: Incentive Compensation Plan

IHS: Information Handling Services

I0Us: Inverstor-Owned Utilities

IRS: Internal Revenue Service

LIPBA: Liability Insurance Premium Balancing Account
MROWBA: Morongo Rights-of-Way Balancing Account
OP: Ordering Paragraph

PSEPBA: Pipeline Safety Enhancement Plan Balancing Account
PTY: Post-Test Year

R.: Rulemaking

RAMP: Risk Assessment Mitigation Phase

RD&D: Research, Development and Demonstration
SB: Senate Bill

SDG&E: San Diego Gas & Electric Company

SEC: Service Establishment Charges

SIMP: Storage Integrity Management Program
SoCalGas: Southern California Gas Company

TCJA Tax Cuts and Jobs Act

TIMP: Transmission Integrity Management Program
TTBA: Tree Trimming Balancing Account

TY: Test Year
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Jocument struc

This report consists of the following sections:

Executive summary - an overview of the project including background, scope, and KPMG's overall
results and noted exceptions and recommendations, where necessary, for each Rule comprising the
California Public Utility Commission Privacy Decision.

Project approach and methodology - an overview of key project phases and activities performed by
KPMG throughout the course of the assessment.

Rule assessment results, exceptions, and recommendations — a summary of KPMG's assessment
associated with each of the nine (9) Rules of the CPUC Privacy Decision including KPMG's interviews
and document reviews (e.g., test work), overall results, detailed exceptions, and improvement
recommendations associated with each exception.

SoCalGas’ Management Response to CPUC Covered Information Privacy and Security
Assessment Report — SoCalGas’ Management Response to the CPUC Covered Information Privacy and
Security Assessment Report dated February 23, 2022.

Appendix | - Detailed assessment procedures and results - the full details of KPMG's assessment
criteria, procedures, and results for each Rule.

Appendix Il - Abbreviations used in this report - a list of the abbreviations and acronyms used
throughout this Report.

Appendix lll - Stakeholders interviewed - a list of stakeholders interviewed by KPMG throughout the
course of the assessment.

KPMG Report to Southern California Gas Company
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-XECULIVE Summa

Through its Advanced Meter and meter-to-cash operations, Southern California Gas Co. (hereinafter
"SoCalGas,” the “Utility.” or “Company”) collects, processes, stores, and discloses Customer Energy
Usage Data (CEUD) and other Customer Personally Identifiable Information (PIl). The PIl contains names,
addresses, Social Security Numbers, service account numbers, and financial account information. When
combined, CEUD and PIl represent Covered Information.

Background

On August 23, 2012, the California Public Utilities Commission (CPUC) issued Decision D.12-08-045
“Decision Extending Privacy Protections to Customers of Gas Corporations and Community Choice
Aggregators and to Residential and Small Commercial Customers of Electric Service Providers”
(hereinafter the " Privacy Decision"”). The Privacy Decision requires SoCalGas to undergo an independent
assessment of its Covered Information privacy and security practices. Covered Information is defined in
the Privacy Decision as CEUD obtained via Advanced Metering Infrastructure combined with other
information that could reasonably be used to identify a residential customer, family, household,
residence, or nonresidential customer. Covered Information does not include information provided to the
CPUC pursuant to its oversight responsibilities.

SoCalGas engaged KPMG to conduct an independent assessment of the Company’s Covered
Information privacy and security processes, controls, and practices in conjunction with general rate case
proceedings.” This report represents the results of KPMG's assessment.

Prior to the period under review, the US Department of Health and Human Services declared a national
health emergency due to the COVID-19 pandemic. As a result, the State of California declared a State of
Emergency and executed a stay-at-home order causing the majority of SoCalGas’ workforce to migrate to
a remote working environment. SoCalGas adapted and adjusted several of its safeguards and processes
over Covered Information in light of the new remote working environment impacting the vast majority of
the workforce. This remote working environment remained in effect during the covered period (2021);
KPMG's team also adjusted its approach to deliver the assessment by using various forms of media,
technology, and a virtual team infrastructure to execute this assessment 100% remotely.

T Independent privacy and security practices assessment is not intended to be an audit, examination,
attestation, special report or agreed-upon procedures engagement as those services are defined in
American Institute of Certified Public Accountants literature applicable to such engagements.
Accordingly, these services will not result in the issuance of a written communication to third parties by
KPMG directly reporting on financial data or internal control or expressing a conclusion, an opinion, or any
other form of assurance.

KPMG Report to Southern California Gas Company
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Scope

The scope of KPMG's assessment was limited to systems and Lines of Business (LOBs) collecting,
processing, storing, or disclosing Covered Information. The scope does not cover an assessment of
SoCalGas’ practices, procedures, and controls to safeguard employee or contractor Pll, or other
customer PII that is not Covered Information.

To perform the review, KPMG used an Assessment Framework comprised of multiple criteria based on
various industry leading standards. KPMG mapped the Assessment Framework criteria to the nine (9)
Rules in the Privacy Decision and used the framework to perform the assessment of SoCalGas’ privacy
and security practices, procedures, and controls to safeguard Covered Information.

— The Covered Information Privacy and Security Practices Assessment was based on KPMG's review
and understanding of the practices, procedures, and controls in place from January 1, 2021 through
December 31, 2021 (the Covered Period).

— The exceptions and recommendations were based on KPMG's review of policy/procedure
documents, stakeholder interviews, inspection of sample communications to customers and third
parties, Covered Information access reports, system security profiles, and virtual site walk-throughs.

— In typical years, KPMG would perform physical site walk-throughs to observe physical, technical, and
administrative privacy and security controls implemented where Covered Information is collected,
stored, and processed. However, as a result of the global pandemic, KPMG was unable to conduct
physical site walk-throughs as part of the 2021 assessment. KPMG did conduct virtual site walk-
throughs of a Contact Center, Billing and Processing Center, Sempra Production Data Center, and two
Branch Offices. KPMG's observations are limited to observations identified through such virtual site
walk-throughs, stakeholder interviews, virtual screen sharing and documentation reviews.

— KPMG conducted 36 interviews with personnel from various LOBs including Customer Operations,
Customer Services, Audit Services, Cybersecurity Risk & Compliance, Systems & Technology,
Customer Contact Centers, Digital Enablement Services, Litigation, Support Services, Corporate
Security, Security Compliance & Executive Services, Cloud & Infrastructure, Technology & Business
Services, Enterprise Risk & Compliance, Digital & Consumer, General Counsel- Regulatory, CPUC/
FERC- Gas, Policy & Proceedings, Supply Management & Div Business, Digital Workspace &
Automation, and Remittance Processing. KPMG also conducted interviews with SoCalGas privacy and
security executives to understand general Covered Information oversight, management, and tone at
the top.

— KPMG assessed the design and implementation of privacy and security controls, followed by an
assessment of operating effectiveness of key implemented controls.

The nine (9) Rules noted in the Privacy Decision are listed below.

Definitions

Transparency (Notice)

Purpose Specification

Individual Participation (Access and Choice)
Data Minimization

Use and Disclosure Limitation

Data Quality and Integrity

Data Security

Accountability and Auditing

KPMG Report to Southern California Gas Company
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Summary of exceptions

KPMG has noted 3 Exceptions (Exceptions are areas where SoCalGas’ program may not be fully
prepared to meet compliance with CPUC Privacy Decision requirements, as measured against KPMG's
Assessment Framework, developed to test controls around Covered Information identified in the rules).
The Exceptions are shown below along with the recommendations associated with each Exception.
There were 2 Low-Risk Exceptions, 1 Medium-Risk Exception, and 0 High-Risk Exceptions.

The risk rating methodology is based on the following definitions:

Risklevel |Description |
Issue poses a significant risk of data breach of Covered Information and/or a significant
deviation from the CPUC Privacy Decision.

Inconsistent implementation of policies and procedures that may impact the ability of

SoCalGas to protect Covered Information and/or achieve adequate alignment with the
CPUC Privacy Decision.

Procedures or practices supporting the protection of Covered Information and alignment
with the CPUC Privacy Decision may not be formally defined or documented.

For more details associated with each Rule, see Rule assessment results, exceptions, and
recommendations, and Appendix | — Detailed assessment procedures and results.

CPUC rule number m KPMG recommendations
CPUC Rule 1 - - N/A
Definitions

CPUC Rule 2 - = N/A

Transparency
(Notice)

CPUC Rule 3 Low SoCalGas’ Privacy Notice Management should consider
Purpose provided to customers states updating SoCalGas’ Privacy
Specification that the customer may Notice to include the

contact SoCalGas if they consequences a customer may
would like to “find out how face if choosing to limit the
you can limit, view, or dispute collection, use, storage, or
your disclosed information”;  disclosure of their Covered
however, there are no stated Information.

consequences if the customer

limits the collection, use,

storage, or disclosure of their

Covered Information.

CPUC Rule 4 - - N/A
Individual

Participation (Access

and Choice)

CPUC Rule 5 - - N/A
Data Minimization

CPUC Rule 6 Medium Sampled SoCalGas contracts Management should consider
Use and Disclosure executed since the performing a risk assessment of
Limitation completion of the prior the legacy third party contracts

KPMG Report to Southern California Gas Company
-4-



CPUC Rule 7
Data Quality and
Integrity

CPUC Rule 8
Data Security
CPUC Rule 9

Accountability and
Auditing

Low

Covered Information
assessment and current
standard contract templates
contain privacy and security
provisions aligned with CPUC
requirements. However, while
one of the sampled vendor
contracts executed prior to
the effective date of the
Privacy Decision and
amended in 2014 contains
confidentiality language,
KPMG observed privacy and
security provisions that do not
align to formal regulatory
requirements.

SoCalGas has an annual
process in place to assign
contractors with access to
Covered Information a
supplemental Customer
Privacy training. However, this
training is not consistently
rolled out to contractors

governing the sharing of
Covered Information with third
parties. The risk assessment
should consist of a variety of
factors, including the date of
contract execution/renewal, the
privacy and security terms of
the contract, the sensitivity of
Covered Information provided to
the third party, the volume of
customer records, and the
results of the most recent third-
party security assessment.

For contracts determined to be
higher risk where the privacy
and security terms of the
contract are not aligned with the
Privacy Decision requirements,
Management should consider
renegotiating the contracts to
include the required language to
help ensure Covered
Information and customer
privacy protections are properly
managed by the third parties in
alignment with the Privacy
Decision.

Note: In this context, “legacy
contracts” are considered active
agreements with third parties
involving the sharing of Covered
Information dated prior to
SoCalGas’ implementation of
current standard contract
template.

N/A

N/A

Management should consider
implementing a process to
automatically assign the
required Covered Information
training to contractors with
access to Covered Information
upon their onboarding. This will
help to ensure contractors are
properly trained in a timely

KPMG Report to Southern California Gas Company
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engaged after the training was manner on how to access,
initially launched. collect, store, use, and disclose
Covered Information.
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Yr0ject approach and
Tiethodology

KPMG approached the Assessment in four (4) main phases: Mobilize, Assess, Validate, and Report.

— Mobilize - KPMG validated the Assessment Framework used to review SoCalGas's privacy and

security practices based on the nine (9) Rules comprising the Privacy Decision. KPMG created this
framework at the inception of the Privacy Decision, and it has been used across all the California
IOUs. The framework has evolved overtime to reflect changes in the environment, market
expectations and Utilities maturing programs.

KPMG worked with SoCalGas’ Privacy team to identify relevant stakeholders, reviewed the
organizational structure to identify business groups where Covered Information may reside, reviewed
the current IT landscape to identify systems and applications that collect, store, or process Covered
Information, and documented existing system profiles for systems and applications that collect, store
and process Covered Information.

Assess — As part of this assessment, KPMG performed a variety of interviews with stakeholders
representing various LOBs. KPMG interviewed a unique total number of 72 personnel in a total of 36
interviews, submitted 198 document requests, reviewed approximately 360 documents and 20
system assessments, and performed 5 virtual site walk-throughs of critical SoCalGas facilities
(Customer Contact Center, Data Center, Credit and Billing Center, and two Branch Offices) to observe
safeguards in place to protect Covered Information.

— Validate - KPMG validated draft observations throughout the Assessment phases with the SoCalGas

Privacy team, relevant IT and business stakeholders, and SoCalGas leadership.

— Report - KPMG developed a final report providing exceptions and recommendations and incorporated

SoCalGas’ Management Response to the validated Exceptions.

KPMG Report to Southern California Gas Company
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RUIB aSSESSMeEnN
BSUILS, exceptions, anc

BCommMenadations

For each identified Exception, KPMG reviewed the risk and assigned a risk rating of High, Medium, or
Low based on the potential impact the Exception could have as it relates to the protection of Covered
Information. The risk rating methodology used the following definitions:

Risklevel _|Deseription |

Issue poses a significant risk of data breach of Covered Information and/or a significant
deviation from the CPUC Privacy Decision.

Inconsistent implementation of policies and procedures that may impact the ability of
SoCalGas to protect Covered Information and/or achieve adequate alignment with the
CPUC Privacy Decision.

Procedures or practices supporting the protection of Covered Information and alignment
with the CPUC Privacy Decision are not formally defined or documented.

KPMG noted 3 specific Exceptions, comprised of 2 Low-Risk Exceptions, 1 Medium-Risk Exception, and
0 High-Risk Exceptions. The Exceptions identify areas where SoCalGas’ program is not fully prepared to
meet requirements under the Privacy Decision.

The following tables provide a summary of the criteria that KPMG applied in the assessment of each of
the nine (9) Rules of the Privacy Decision, the overall assessment results of the set of criteria evaluated,
and relevant Exceptions (if any) along with level of risk, risk implication and recommendation.

KPMG Report to Southern California Gas Company
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Rule 2: Transparency Notice

KPMG KPMG assessed SoCalGas' overall customer notice program focusing on:
assessment
procedures

— Review internal and customer-facing Privacy Policies and Privacy Notice that
address SoCalGas’ practices and procedures related to the collection,
processing, storage, and disclosure of Covered Information;

— Interview SoCalGas Privacy Team personnel and review of methods and
frequency for providing customers with the Privacy Notice;

— Interview Customer Service Specialists (CSSs) to discuss interactions with
customers and discussing their Covered Information.

RECTIEESTN T ETRA SoCalGas provides its external-facing Notice of Accessing, Collecting, Storing,
Using and Disclosing Energy Usage Information (Privacy Notice) and Privacy Policy
on its website detailing the manner in which the Company collects, stores, shares,
and protects Covered Information and the methods by which customers can
access their data. The Privacy Notice includes a contact telephone number and
mailing address where customers can contact SoCalGas with complaints,
inquiries, and disputes regarding their Covered Information and SoCalGas’ Privacy
Notice. There is a “Privacy” link located at the bottom of SoCalGas’ homepage,
which takes the customer to privacy related resources, including the Privacy
Notice.

SoCalGas provides its Privacy Notice to new customers upon registration, and
annually thereafter in a bill insert. The Privacy Notice is available in 13 languages to
accommodate SoCalGas' largest customer demographics. SoCalGas also makes
available its previous versions of the Privacy Notice upon request. Customers can
email webmaster@socalgas.com or contact the Contact Center to request prior
versions of SoCalGas' Privacy Notice.

No Exceptions noted
Risk implication [B
Focommendation |

KPMG Report to Southern California Gas Company
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Rule 3: Purpose Specification

KPMG KPMG assessed SoCalGas' specification of the purposes focusing on:
assessment
procedures

— Review how SoCalGas specifies the reasons for which it collects, discloses,
retains, and provides access to Covered Information;

— Review of SoCalGas’ Privacy Notice, as well as other policies and procedures;

— Interview stakeholders to understand the determination and specification of
information and third-party categories;

— Examine whether the Privacy Notice includes a description of how customers
can access and control their Covered Information collected, processed, stored,
and disclosed by SoCalGas;

— Interview SoCalGas personnel on procedures to assist customers with
accessing, inquire about, or dispute their covered information.

RESH I 10 B3 SoCalGas has documented policies and procedures outlining the acceptable
purposes for which Covered Information may be collected, stored, used, and
shared. These include detailed policies regarding disclosure of Covered
Information for both primary and secondary purposes. In addition, the Privacy
Notice includes ways the Customer can contact SoCalGas to limit the collection,
use, and storage of Covered Information.

Per Company policy, Covered Information is not disclosed for secondary purposes,
without customer authorization. SoCalGas’ Privacy Notice includes the categories
of third parties with which SoCalGas may share Covered Information, and
circumstances under which that information may be shared.

SoCalGas has implemented internal policies, procedures, and standards instructing
employees on determining the veracity and propriety of third-party requests for
customer information, the relevant customer consent forms, and on the
appropriate use of Covered Information.

Exception SoCalGas’ Privacy Notice provided to customers states that the customer may
contact SoCalGas if they would like to “find out how you can limit, view, or
dispute your disclosed information”; however, there are no stated consequences
if the customer limits the collection, use, storage, or disclosure of their Covered
Information.

Risk implication Per CPUC Privacy Decision, customers must be informed of the consequences
associated with limiting their Covered Information in order to be able to make
informed decisions related to their information.

I L EV M Management should consider updating SoCalGas' Privacy Notice to include the
consequences a customer may face if choosing to limit the collection, use,
storage, or disclosure of their Covered Information.

KPMG Report to Southern California Gas Company
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Rule 4: Individual Participation (Access and Choice)

KPMG KPMG assessed SoCalGas' customer-facing program focusing on:
assessment
procedures

— Review internal and external policies and procedures to provide customers with
access and consent mechanisms related to their Covered Information;

— Review customer portals, perform stakeholder interviews, and conduct virtual
walk-throughs of the Customer Contact Center and Branch Offices where
SoCalGas CSSs interact with customers with respect to their Covered
Information;

— Review customer authorization forms to understand how customers can grant
and revoke authorization of their Covered Information for secondary purposes;

— Examine the process in place to disclose Covered Information pursuant to legal
processes and in situations of imminent threat to life or property. Test
procedures included review of policies and procedures for tracking these
requests and the subsequent notice provided to customers and interviews with
SoCalGas stakeholders in relevant business functions.

FESHIEEST I ETSA SoCalGas provides customers with multiple methods to access their Covered
Information, including on their monthly bills, via SoCalGas' MyAccount portal and
Home Energy Reports that allow them to review and interpret their CEUD.
Customers may contact SoCalGas through phone, web, email, or mail with
questions or concerns regarding their Covered Information, account, and monthly
bills. SoCalGas CSSs authenticate customers and validate their account
information when answering calls prior to addressing customers’ questions or
concerns. Internal guidelines for SoCalGas employees who interact with
customers are in place and address how to provide customers with access to their
Covered Information.

SoCalGas has processes and procedures in place for customers to grant and
revoke authorization to third parties through the use of the Customer Information
Service Request (CISR) form. Customer-facing policies and notices indicate
SoCalGas may disclose Covered Information if it is necessary to provide energy
services, to comply with relevant laws, to respond to subpoenas or warrants, or to
provide emergency responders with pertinent information in the case of imminent
threat to life or property. While the 2027 Annual Privacy Report is not available as
of the date of this report, KPMG had access to and reviewed SoCalGas’ 2020
Annual Privacy Report and noted SoCalGas received nine demands to disclose
Covered Information pursuant to legal process and zero requests for Covered
Information due to imminent threat to life or property.

m No Exceptions noted
Risk implication -
Recommendation §
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Rule 5: Data Minimization

KPMG KPMG assessed SoCalGas' adoption of Data Minimization principles in the
assessment collection, use, and disclosure of Covered Information focusing on:

rocedures . o -
P — Review corporate and department-specific policies and procedures to

understand how Covered Information is segregated from other systems;

— Interview stakeholders to determine how user access to Covered Information is
limited based on business need:;

— Examine how records and assets are retained for only as long as reasonably
necessary;

— Inspect the proper disposal of records upon their eligibility for disposition;

— Interview stakeholders to determine how Data Minimization principles were
adopted as part of third-party disclosure practices;

— Perform virtual site walk-throughs at the Customer Contact Center, Branch
Offices, and interviews with CSSs to understand how Data Minimization is
implemented in the Contact Centers, Branch Offices, and in a remote working
environment.

ECTIEESITN G ETR SoCalGas has implemented the Data Minimization principle as a foundational
component to its overall privacy program framework. The company has
documented policies and procedures limiting the amount of information collected,
stored, and retained; the number and level of employees who have access to
Covered Information; and the categories of third parties with whom it is shared.

SoCalGas enforces the same Data Minimization protocols within the Contact
Centers and Branch Offices as they do for employees working remotely. Data
Minimization is reinforced through various trainings and employee compliance with
relevant policies and procedures is routinely reviewed.

SoCalGas management reviews and certifies that Covered Information is retained
only as long as necessary for a specific business purpose and that it is properly
disposed of in a timely manner.

No Exceptions noted.

Risk implication -
Recommendation §
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Rule 6: Use and Disclosure Limitation

KPMG KPMG assessed SoCalGas' Third-Party Management Program focusing on:
assessment
procedures

— Examine processes in place for disclosure of Covered Information to third
parties. “Third party” is defined to include suppliers and contractors;

— Review procedures and forms for customers to authorize and revoke a third
party to receive Covered Information on behalf of the customer;

— Examine third-party management policies and procedures and interview of
stakeholders to understand how SoCalGas implements practices and
procedures based on the categories of third parties;

— Review third-party contract management processes including onboarding,
contract compliance reviews, and contract termination;

— Review third-party (suppliers, vendors, contractors and consultants) risk
management documentation;

— Examine data transmission protocols and ongoing monitoring of third parties for
compliance with SoCalGas policies and contractual provisions.

RETEEIO 0 E1a SoCalGas has processes in place to allow customers to share their Covered
Information with third parties. SoCalGas has formal internal procedures to manage
customer requests for disclosure to third parties, which include forms for explicit
customer authorization and forms to revoke such authorization (CISR forms).

Prior to providing services to SoCalGas, all third parties must have a written formal
agreement and must undergo a risk assessment conducted by the Information
Technology Vendor Management Office (IT VMO). In addition, SoCalGas has
internal third-party management policies and informs third parties about data
privacy requirements. Third-party vendors are contractually obligated to maintain
the privacy of the information shared.

Sampled SoCalGas contracts executed since the completion of the prior Covered
Information assessment and current standard contract templates contain privacy
and security provisions aligned with CPUC requirements. However, while one of
the sampled vendor contracts executed prior to the effective date of the Privacy
Decision and amended in 2014 contains confidentiality language, KPMG observed
privacy and security provisions that do not align to formal regulatory requirements.

GEY T [T B Third-party vendors with access to Covered Information may have safeguards to
protect customer privacy at levels less protective than those under which
SoCalGas operates.

BEWMIRINEREETGH M Management should consider performing a risk assessment of the legacy third
party contracts governing the sharing of Covered Information with third parties.
The risk assessment should consist of a variety of factors, including the date of
contract execution/renewal, the privacy and security terms of the contract, the
sensitivity of Covered Information provided to the third party, the volume of
customer records, and the results of the most recent third-party security
assessment.

For contracts determined to be higher risk where the privacy and security terms of
the contract are not aligned with the Privacy Decision requirements, Management

KPMG Report to Southern California Gas Company
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should consider renegotiating the contracts to include the required language to
help ensure Covered Information and customer privacy protections are properly
managed by the third parties in alignment with the Privacy Decision.

Note: In this context, “legacy contracts” are considered active agreements with
third parties involving the sharing of Covered Information dated prior to SoCalGas’
implementation of current standard contract template.

KPMG Report to Southern California Gas Company
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Rule 7: Data Quality and Integrity

KPMG KPMG assessed SoCalGas' data validation methods and procedures focusing on:
assessment
procedures

— Interview stakeholders to determine how SoCalGas validates the quality and
integrity of Covered Information;

— Examine the Advanced Meter systems and infrastructure to understand how
usage data is managed and reconciled;

— Review policies and procedures and interviews with stakeholders to
understand how SoCalGas provides customers with the opportunity to modify
or remove other data elements collected by the Company.

RECTIEESITN T ETR SoCalGas has policies in place that address the confirmation, validation, and
relevance of customer information. The Privacy Notice provides customers with
details to contact the Company by phone, email or mail should they need to view
or dispute their information. In addition, Contact Center personnel authenticate
and validate customer account information when answering a call. CSSs can assist
customers with updating their information.

SoCalGas’ MyAccount Terms and Conditions indicate it is the customers’
responsibility to ensure their personal information is updated and accurate.

System checks and manual processes are in place to validate energy usage reads
and perform edits to help ensure completeness and accuracy of usage data prior
to billing the customer.

m No Exceptions noted.
Risk implication [E

Recommendation
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Rule 8: Data Security

KPMG KPMG assessed SoCalGas' physical and Cybersecurity measures to protect
assessment Covered Information focusing on:
procedures

— Review Cybersecurity policies, procedures, and measures related to: endpoint
security (antivirus protection, email/database security), network security
(network segmentation, Intrusion Prevention Systems/Intrusion Detection
Systems, remote access, wireless, firewalls, network access controls),
logging and monitoring, data loss prevention, web-content filtering, mobile
security, vulnerability and patch management, business continuity/disaster
recovery, change control (SDLC, cybersecurity assessments, privacy impact
assessments, secure code reviews), access management (user provisioning
and deprovisioning, access governance, privileged access, third-party access),
and data classification;

— Perform virtual site walk-throughs to observe and validate the physical and
technical security controls implemented to safeguard Covered Information at
the following critical SoCalGas facilities: Customer Contact Center, a Branch
Office, Production Data Center, Credit Operations and Billing Operations;

— Inspect system profiles for in-scope systems storing Covered Information
related to key configurations and system settings: System Access (user
authentication and password configuration), Access Management (restriction
of access based on least privilege and need-to-know, segregation of duties,
periodic access reviews), Logging and Monitoring (system activity reviews,
audit logs and audit trails of changes to customer data), Disaster Recovery,
Data Protection (secure transfer mechanisms, encryption, masking of
sensitive data);

— Review the Sempra and SoCalGas incident response and breach management
program and interview stakeholders who are responsible and/or accountable
in the response to a potential incident involving Covered Information, including
communications to regulators and impacted customers;

— Review evidence of tools deployed in the environment to detect and analyze
potential threats to Covered Information.

BESTEESO I EISA SoCalGas has a well-established Information Security (IS) Program as part of
Sempra shared services that is responsible for the design and implementation of
both physical and logical information security controls to protect Covered
Information. Formal policies and procedures have been established and
implemented that address specific administrative, physical, and technical controls
to protect Covered Information. Monitoring procedures are in place to detect and
address noncompliance with policies and procedures. Various technical controls
have been implemented to prevent and detect incidents and unauthorized access
to systems containing Covered Information. A process is also in place to report
and track potential security incidents and breaches to help ensure they are
contained and eradicated, and measures are implemented to reduce the
likelihood of similar events from occurring in the future.

m No Exceptions noted.

Risk implication -

KPMG Report to Southern California Gas Company
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Recommendation B
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Rule 9: Accountability and Auditing

KPMG KPMG assessed SoCalGas' overall Customer Data Privacy and Cybersecurity
assessment programs, focusing on:
procedures

— Review documentation supporting each program as well as SoCalGas’
communication of these policies to both employees and contractors;

— Interview stakeholders to understand the level of executive support and
sponsorship of the Customer Privacy Program and Cybersecurity program,
including the individuals and roles responsible and accountable for the
customer privacy and cybersecurity throughout the Company;

— Interview members of SoCalGas Executive Management to understand
leadership’s views on customer data protection;

— Review processes to receive, track and resolve customer complaints, disputes,
and inquiries related to the protection of Covered Information. Test procedures
included a review of internal procedures, interviews with stakeholders involved
in the complaints process, and virtual walk-throughs of the Customer Contact
Center and Branch Offices;

— Examine the employee and contractor training and awareness programs
associated with the protection of Covered Information. This assessment
included a review of enterprise-wide and targeted training materials provided to
SoCalGas employees and third-party contractors collecting, handling, storing, or
transmitting Covered Information. Additionally, KPMG observed training
compliance logs maintained for privacy trainings for employees and contractors.

FESHTEEIO I E1sA SoCalGas has developed Company and department policies addressing proper
safeguards of Covered Information. The Company has achieved a high level of
maturity for its Customer Privacy Program, including a dedicated Customer Privacy
Program Officer and Manager, which provides executive and management
support, oversight, and visibility to reporting.

Updates on data privacy and cybersecurity are regularly provided to management
and the Board of Directors, and the Company’s officers and directors reinforce the
importance through awareness programs and town halls.

A process exists to respond to complaints and inquiries levied by customers
related to customer privacy.

A Company-wide cybersecurity training and privacy training has been implemented
and a targeted Customer Data Privacy Training is provided to employees and
contractors that have access to Covered Information.

SoCalGas has an annual process in place to assign contractors with access to
Covered Information a supplemental Customer Privacy training. However, this
training is not consistently rolled out to contractors engaged after the training was
initially launched.

Low

Risk implication Contractors on-boarded after the annual launch of the training could use, process,
or store Covered Information without being trained on how to handle Covered

KPMG Report to Southern California Gas Company
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Information. In addition, a contractor could start and end their work assignment
without being required to complete Covered Information training.

EWI IR ERCETGH M Management should consider implementing a process to automatically assign the
required Covered Information training to contractors with access to Covered
Information upon their onboarding. This will help to ensure contractors are properly
trained in a timely manner on how to access, collect, store, use, and disclose
Covered Information.

KPMG Report to Southern California Gas Company
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M SoCalGas.

February 23, 2022

Doron Rotman
Managing Director
KPMG LLP

Re: Southern California Gas Company’s Response to KPMG’s 2021 Covered
Information Privacy and Security Assessment Report

Dear Mr. Rotman:

On behalf of Southern California Gas Company (“SoCalGas”) we would like to thank
you for the professional services KPMG provided in performing the 2021 SoCalGas
Covered Information Privacy and Security Assessment.

SoCalGas engaged KPMG to perform this independent assessment to validate our
company’s compliance as required in the California Public Utilities Commission (CPUC)
Decision (D.) 12-08-045, Decision Extending Privacy Protections to Customers of Gas
Corporations and Community Choice Aggregators, and to Residential and Small
Commercial Customers of Electric Service Providers. We appreciate that KPMG
recognizes that SoCalGas is in compliance with most of the rules in D.12-08-045 and
that SoCalGas is continuing to strengthen its Customer Privacy Program.

SoCalGas reviewed the exceptions contained in KPMG’s 2021 Covered Information
Privacy and Security Assessment Report and provides the following attached response.

Sincerely,

Janet M. Yee

Janet M. Yee
Director, Customer Operations

Attachment
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Jocument struc

This report consists of the following sections:

Executive summary — an overview of the project including background, scope, and KPMG's overall
results and noted exceptions and recommendations, where necessary, for each Rule comprising the
California Public Utility Commission Privacy Decision.

Project approach and methodology - an overview of key project phases and activities performed by
KPMG throughout the course of the assessment.

Rule assessment results, exceptions, and recommendations — a summary of KPMG's assessment
associated with each of the nine (9) Rules of the CPUC Privacy Decision including KPMG's interviews
and document reviews (e.g., test work), overall results, detailed exceptions, and improvement
recommendations associated with each exception.

SDG&E’'s Management Response to CPUC Covered Information Privacy and Security Assessment
Report - SDG&E's Management Response to the CPUC Covered Information Privacy and Security
Assessment Report dated February 25, 2022.

Appendix | - Detailed assessment procedures and results — the full details of KPMG's assessment
criteria, procedures, and results for each Rule.

Appendix Il - Abbreviations used in this report — a list of the abbreviations and acronyms used
throughout this Report.

Appendix Ill - Stakeholders interviewed - a list of each stakeholder interviewed by KPMG throughout
the course of the assessment.
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-XECULVE Summa

Through its Smart Meter and meter-to-cash operations, San Diego Gas and Electric Co. (hereinafter
"SDG&E," the "“Utility,” or “Company”) collects, processes, stores, and discloses Customer Energy
Usage Data (CEUD) and other Customer Personally Identifiable Information (PIl). The PIl contains names,
addresses, Social Security Numbers (SSNs), service account numbers, and financial account information.
When combined, CEUD and PIl represent Covered Information.

Background

On July 28, 2011, the California Public Utilities Commission (CPUC) issued Decision D.11-07-056 “Rules
Regarding Privacy and Security Protections for Energy Usage Data” and Decision D.14-12-004 "“Decision
Extending Privacy Protections to Customers of Gas Corporations and Community Choice Aggregators
and to Residential and Small Commercial Customers of Electric Service Providers” (hereinafter the

" Privacy Decisions”). The Privacy Decisions requires SDG&E to undergo an independent assessment of
its Covered Information privacy and security practices. Covered Information is defined in the Privacy
Decisions as CEUD obtained via Advanced Metering Infrastructure combined with other information that
could reasonably be used to identify a residential customer, family, household, residence, or
nonresidential customer. Covered Information does not include information provided to the CPUC
pursuant to its oversight responsibilities.

SDG&E engaged KPMG to conduct an independent assessment of the Company’s Covered Information
privacy and security processes, controls, and practices in conjunction with general rate case
proceedings.” This report represents the results of KPMG's assessment.

Prior to the period under review, the US Department of Health and Human Services declared a national
health emergency due to the COVID-19 pandemic. As a result, the State of California declared a State of
Emergency and executed a stay-at-home order causing the majority of SDG&E’s workforce to migrate to
a remote working environment. SDG&E adapted and adjusted several of its safeguards and processes
over Covered Information in light of the new remote working environment impacting the vast majority of
the workforce. This remote working environment remained in effect during the covered period (2021),
KPMG's team also adjusted its approach to deliver the assessment by using various forms of media,
technology, and a virtual team infrastructure to execute this assessment 100% remotely.

" Independent privacy and security practices assessment is not intended to be an audit, examination,
attestation, special report or agreed-upon procedures engagement as those services are defined in
American Institute of Certified Public Accountants literature applicable to such engagements.
Accordingly, these services will not result in the issuance of a written communication to third parties by
KPMG directly reporting on financial data or internal control or expressing a conclusion, an opinion, or any
other form of assurance.

KPMG Report to San Diego Gas and Electric Company
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Scope

The scope of KPMG's assessment was limited to systems and Lines of Business (LOBs) collecting,
processing, storing, or disclosing Covered Information. The scope does not cover an assessment of
SDG&E's practices, procedures, and controls to safeguard employee or contractor Pll, or other customer
Pll that is not Covered Information.

To perform the review, KPMG used an Assessment Framework comprised of multiple criteria based on
various industry leading standards. KPMG mapped the Assessment Framework criteria to the nine (9)
Rules in the Privacy Decision and used the framework to perform the assessment of SDG&E's privacy
and security practices, procedures, and controls to safeguard Covered Information.

— The Covered Information Privacy and Security Practices Assessment was based on KPMG's review
and understanding of the practices, procedures, and controls in place from January 1, 2021 through
December 31, 2021 (the Covered Period).

— The exceptions and recommendations were based on KPMG's review of policy/procedure
documents, stakeholder interviews, inspection of sample communications to customers and third
parties, Covered Information access reports, system security profiles, and virtual site walk-throughs.

— In typical years, KPMG would perform physical site walk-throughs to observe physical, technical, and
administrative privacy and security controls implemented where Covered Information is collected,
stored, and processed. However, as a result of the global pandemic, KPMG was unable to conduct
physical site walk-throughs as part of the 2021 assessment. KPMG did conduct virtual site
walkthroughs of a Contact Center, Billing and Processing Center, Sempra Production Data Center, and
a Branch Office. KPMG's observations are limited to observations identified through such virtual site
walk-throughs, stakeholder interviews, virtual screen sharing and documentation reviews.

— KPMG conducted 40 interviews with personnel from various LOBs including Audit Services, Cloud &
Infrastructure, Corporate Security, CPUC/FERC — Gas, Customer Care, Customer Field Operations,
Customer Operations, Customer Services & External Affairs, Cybersecurity Risk & Compliance, Digital
& SDGE Customer, Digital Enablement Services, Digital Workspace & Automation, Enterprise Risk &
Compliance, Gas Engineering, General Counsel- Regulatory, Litigation and Wildfire Mitigation, Policy &
Proceedings, Regulatory, Risk & Compliance, Security Compliance & Executive Services, Supply
Management & Div Business Enterprise, Support Services- SDG&E, and Technology & Business
Services. KPMG also conducted interviews with SDG&E's privacy and security executives to
understand general Covered Information oversight, management, and tone at the top.

— KPMG assessed the design and implementation of privacy and security controls followed by an
assessment of operating effectiveness of key implemented controls.

The nine (9) Rules noted in the Privacy Decision are listed below.

Definitions

Transparency (Notice)

Purpose Specification

Individual Participation (Access and Choice)
Data Minimization

Use and Disclosure Limitation

Data Quality and Integrity

Data Security

Accountability and Auditing

KPMG Report to San Diego Gas and Electric Company
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Summary of exceptions

KPMG has noted 6 Exceptions (Exceptions are areas where SDG&E's program may not be fully prepared
to meet compliance with CPUC Privacy Decision requirements, as measured against KPMG's
Assessment Framework, developed to test controls around Covered Information identified in the rules).
The Exceptions are shown below along with the recommendations associated with each Exception.
There were 3 Low-Risk Exceptions, 3 Medium-Risk Exceptions, and 0 High-Risk Exceptions. The risk
rating methodology is based on the following definitions:

Risklevel |Description |

Issue poses a significant risk of data breach of Covered Information and/or a significant
deviation from the CPUC Privacy Decision.

Inconsistent implementation of policies and procedures that may impact the ability of
SDG&E to protect Covered Information and/or achieve adequate alignment with the
CPUC Privacy Decision.

Procedures or practices supporting the protection of Covered Information and alignment
with the CPUC Privacy Decision may not be formally defined or documented.

For more details associated with each Rule, see Rule assessment results, exceptions, and
recommendations, and Appendix | - Detailed assessment procedures and results.

CPUC rule number m KPMG recommendations
- N/A

CPUC Rule 1 -

Definitions

CPUC Rule 2 Low New SDG&E Customers  Management should

Transparency are not being provided consider providing customers

(Notice) written notice regarding with SDG&E's Privacy Notice
the accessing, collection,  upon registering a new
storage, use, and account. For paperless
disclosure of Covered customers, this may be in
Information upon the form of an email

registering a new account. containing an attachment
with SDG&E's Privacy Notice

New customers receive a and for non-paperless

confirmation email upon customers, this could be an

registration which contains additional flier sent out after

a link to the Privacy Notice. the customer registers a new

While this link is also a account.

requirement under Rule 2b

(and should be included on

all electronic

correspondence to

customers), it does not

replace the requirement to

provide a written notice

when confirming a new

customer account.

Customers that receive a
paper monthly statement

KPMG Report to San Diego Gas and Electric Company
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CPUC Rule 3
Purpose
Specification

CPUC Rule 4
Individual
Participation
(Access and
Choice)

CPUC Rule 5
Data Minimization
CPUC Rule 6

Use and Disclosure
Limitation

CPUC Rule 7
Data Quality and
Integrity

CPUC Rule 8
Data Security

are provided the Privacy
Notice as an insert in their
first bill. Customers that
have opted for paperless
billing receive an email
with a link to a site where
all inserts for the month
may be viewed.

Low SDG&E's Privacy Noticer  Management should
provided to customers consider updating SDG&E's
states that the customer  Privacy Notice to include the
may contact SDG&E if consequences customers
they would like to “find may face if choosing to limit
out how you can limit, the collection, use, storage,
view, or dispute your or disclosure of their Covered
disclosed information”; Information.

however, there are no
stated consequences if the
customer limits the
collection, use, storage, or
disclosure of their Covered

Information.

- - N/A

- - N/A

Medium Current SDG&E standard  Management should

contract templates contain consider reviewing third-
privacy and security party contracts involving
provisions aligned with sharing Covered Information
CPUC requirements. and ensure the contracts
However, KPMG observed include the required standard
inconsistent or missing language to enhance
privacy and security customer privacy protection
provisions in several and help ensure Covered
sampled vendor contracts, Information is properly
which do not align to managed by third parties.
formal regulatory
requirements.

- - N/A

Medium One SDG&E application Management should

storing Covered consider implementing the
Information did not meet  baseline Sempra
the baseline Sempra Cybersecurity control

security requirements for  requirements to adequately

KPMG Report to San Diego Gas and Electric Company
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user authentication and protect Covered Information
audit logging during the stored and processed within

covered period. the application.
CPUC Rule 9 Low SDG&E has an annual Management should
Accountability and process in place to assign consider implementing a
Auditing contractors with access to process to automatically
Covered Information a assign the required Covered

supplemental Customer Information training to
Privacy training. However, contractors with access to
this training is not Covered Information upon
consistently rolled out to  their on-boarding. This will
contractors engaged after help to ensure contractors
the training was initially are properly trained in a
launched. timely manner on how to
access, collect, store, use,
and disclose Covered

Information.
Medium SDG&E has a process in ~ Management should
place to identify consider implementing a

contractors with access to process to enforce contractor
Covered Information and  training completion. This
to assign relevant trainings could include follow-up

regarding how to use, emails, as well as escalation
store, or process Covered procedures (e.g.,
Information. However, management involvement or
SDG&E is unable to termination of access to
enforce contractor SDG&E systems) for
trainings and therefore, contractors who have not
completion rates could be completed the training in a
lower than deemed timely manner.

reasonable.

KPMG Report to San Diego Gas and Electric Company
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Yroject approach and
Tethodology

KPMG approached the Assessment in four (4) phases: Mobilize, Assess, Validate, and Report.

— Mobilize - KPMG validated the Assessment Framework used to review SDG&E's privacy and

security practices based on the nine (9) Rules comprising the Privacy Decision. KPMG created this
framework at the inception of the Privacy Decision, and it has been used across all the California
IOUs. The framework has evolved overtime to reflect changes in the environment, market
expectations and Utilities maturing programs.

KPMG worked with SDG&E's Privacy team to identify relevant stakeholders, reviewed the
organizational structure to identify business groups where Covered Information may reside, reviewed
the current IT landscape to identify systems and applications that collect, store, or process Covered
Information, and documented existing system profiles for systems and applications that collect, store
and process Covered Information.

Assess — As part of the assessment, KPMG performed a variety of interviews with stakeholders
representing various LOBs. KPMG interviewed a unique total number of 76 personnel in a total of 40
interviews, submitted 226 document requests, reviewed approximately 300 documents and 43
system assessments, and performed 4 virtual site walk-throughs of critical SDG&E facilities
(Customer Contact Center, Data Center, Credit and Billing Center, and Branch Office) to observe
safeguards in place to protect Covered Information.

— Validate - KPMG validated draft observations throughout the Assessment phases with the SDG&E

Privacy team, relevant IT and business stakeholders, and SDG&E leadership.

— Report - KPMG developed a final report providing exceptions and recommendations and incorporated

SDG&E's Management Response to the validated Exceptions.

KPMG Report to San Diego Gas and Electric Company
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RUIB aSSESSMen
BSUILS, exceptions, anc

BCommenadations

For each identified Exception, KPMG reviewed the risk and assigned a risk rating of High, Medium, or
Low based on the potential impact the Exception could have as it relates to the protection of Covered
Information. The risk rating methodology used the following definitions:

Risklevel |Deseription

Issue poses a significant risk of data breach of Covered Information and/or a significant
deviation from the CPUC Privacy Decision.

Inconsistent implementation of policies and procedures that may impact the ability of
SDG&E to protect Covered Information and/or achieve adequate alignment with the
CPUC Privacy Decision.

Procedures or practices supporting the protection of Covered Information and alignment
with the CPUC Privacy Decision are not formally defined or documented.

KPMG noted 6 specific Exceptions, comprised of 3 Low-Risk Exceptions, 3 Medium-Risk Exceptions, and
0 High-Risk Exceptions. The Exceptions identify areas where SDG&E's program is not fully prepared to
meet requirements under the Privacy Decision.

The following tables provide a summary of the criteria that KPMG applied in the assessment of each of
the nine (9) Rules of the Privacy Decision, the overall assessment results of the set of criteria evaluated,
and relevant Exceptions (if any) along with level of risk, risk implication and recommmendation.

KPMG Report to San Diego Gas and Electric Company
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Rule 2: Transparency Notice

KPMG
assessment
procedures

Results summary

Risk implication

KPMG assessed SDG&E's overall customer notice program focusing on:

— Review internal and customer-facing Privacy Policies and Privacy Notice that
address SDG&E's practices and procedures related to the collection,
processing, storage, and disclosure of Covered Information;

— Interview with SDG&E Privacy Team personnel and review of methods and
frequency for providing customers with the Privacy Notice;

— Interview Energy Service Specialists (ESSs) to discuss interactions with
customers and discussing their Covered Information.

SDG&E provides its external-facing Notice of Accessing, Collecting, Storing, Using
and Disclosing Energy Usage Information (Privacy Notice) and Privacy Policy on its
website detailing the manner in which the Company collects, stores, shares, and
protects Covered Information and the methods by which customers can access
their data. The Privacy Notice includes a contact telephone number and mailing
address where customers can contact SDG&E with complaints, inquiries, and
disputes regarding their Covered Information and SDG&E's Privacy Notice. There
is a “Privacy Center” link located at the bottom of SDG&E’'s homepage, which
takes the customer to privacy related resources, including the Privacy Notice.

SDG&E provides its Privacy Notice to new customers with their first bill, and
annually thereafter in a bill insert. The Privacy Notice is available in 19 languages to
accommodate SDG&E's largest customer demographics. SDG&E also makes
available its previous versions of the Privacy Notice upon request. Customers can
email privacy@sdge.com or contact the Office of Customer Privacy (OCP) to
request prior versions of SDG&E's Privacy Notice.

New SDG&E Customers are not being provided written notice regarding the
accessing, collection, storage, use, and disclosure of Covered Information upon
registering a new account.

New customers receive a confirmation email upon registration which contains a
link to the Privacy Notice. While this link is also a requirement under Rule 2b (and
should be included on all electronic correspondence to customers), it does not
replace the requirement to provide a written notice when confirming a new
customer account.

Customers that receive a paper monthly statement are provided the Privacy Notice
as an insert in their first bill. Customers that have opted for paperless billing
receive an email with a link to a site where all inserts for the month may be
viewed.

Low

Per CPUC Privacy Decisions, customers must be provided written notice upon
registration for a new account to be aware of the Utility's privacy practices.

KPMG Report to San Diego Gas and Electric Company
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REWI NI L EL M Management should consider providing customers with SDG&E's Privacy Notice
upon registering a new account. For paperless customers, this may be in the form
of an email containing an attachment with SDG&E's Privacy Notice and for non-
paperless customers, this could be an additional flier sent out after the customer
registers a new account.

KPMG Report to San Diego Gas and Electric Company
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Rule 3: Purpose Specification

KPMG KPMG assessed SDG&E's specification of the purposes focusing on:
assessment
procedures

— Review how SDG&E specifies the reasons for which it collects, discloses,
retains, and provides access to Covered Information;

— Review of SDG&E's Privacy Notice, as well as other policies and procedures;

— Interview stakeholders to understand the determination and specification of
information and third-party categories;

— Examine whether the Privacy Notice includes a description of how customers
can access and control their Covered Information collected, processed, stored,
and disclosed by SDG&E;

— Interview SDG&E personnel on procedures to assist customers with accessing,
inquire about, or dispute their covered information.

ESTICES NN ETA SDG&E has documented policies and procedures outlining the acceptable
purposes for which Covered Information may be collected, stored, used, and
shared. These include detailed policies regarding disclosure of Covered
Information for both primary and secondary purposes. In addition, the Privacy
Notice includes ways the Customer can contact SDG&E to limit the collection,
use, and storage of Covered Information.

Per Company policy, Covered Information is not disclosed for secondary purposes,
without customer authorization. SDG&E's Privacy Notice includes the categories
of third parties SDG&E may share Covered Information with, and circumstances
under which that information may be shared.

SDG&E has implemented internal policies, procedures, and standards instructing
employees on determining the veracity and propriety of third-party requests for
customer information, the relevant customer consent forms, and on the
appropriate use of Covered Information.

SDG&E's Privacy Notice provided to customers states that the customer may
contact SDG&E if they would like to “find out how you can limit, view, or dispute
your disclosed information”; however, there are no stated consequences if the
customer limits the collection, use, storage, or disclosure of their Covered
Information.

Risk implication Per CPUC Privacy Decision, customers must be informed of the consequences
associated with limiting their Covered Information in order to be able to make
informed decisions related to their information.

NI NI EREETL) M Management should consider updating SDG&E's Privacy Notice to include the
consequences customers may face if choosing to limit the collection, use, storage,
or disclosure of their Covered Information.

KPMG Report to San Diego Gas and Electric Company
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Rule 4: Individual Participation (Access and Choice)

KPMG KPMG assessed SDG&E's customer-facing program focusing on:
assessment
procedures

— Review internal and external policies and procedures to provide customers with
access and consent mechanisms related to their Covered Information;

— Review customer portals, perform stakeholder interviews, and conduct virtual
walk-throughs of the Customer Contact Center and Branch Offices where
SDGR&E ESSs interact with customers with respect to their Covered
Information;

— Review customer authorization forms to understand how customers can grant
and revoke authorization of their Covered Information for secondary purposes;

— Examine the process in place to disclose Covered Information pursuant to legal
processes and in situations of imminent threat to life or property. Test
procedures included review of policies and procedures for tracking these
requests and the subsequent notice provided to customers and interviews with
SDG&E stakeholders in relevant business functions.

RESTICEST N InETAA SDG&E provides customers with multiple methods to access their Covered
Information, including notifications on their monthly bills, via SDG&E's MyAccount
portal and Energy Usage Reports that allow them to review and interpret their
CEUD. Customers may contact SDG&E through phone, web, email, or mail with
questions or concerns regarding their Covered Information, account, and monthly
bills. SDG&E ESSs authenticate customers and validate their account information
when answering calls prior to addressing customers’ questions or concerns.
Internal guidelines for SDG&E employees who interact with customers are in place
and address how to provide customers with access to their Covered Information.

SDG&E has processes and procedures in place for customers to grant and revoke
authorization to third parties through the use of the Customer Information Service
Request (CISR) form. Customer-facing policies and notices indicate SDG&E may
disclose Covered Information if it is necessary to provide energy services, to
comply with relevant laws, to respond to subpoenas or warrants, or to provide
emergency responders with pertinent information in the case of imminent threat
to life or property. Per SDG&E's 2020 Annual Privacy Report, SDG&E received 416
demands to disclose Covered Information pursuant to legal processes and zero
requests for Covered Information due to imminent threat to life or property.

m No Exceptions noted

Risk implication |
focommendation |

KPMG Report to San Diego Gas and Electric Company
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Rule 5: Data Minimization

KPMG KPMG assessed SDG&E's adoption of Data Minimization principles in the
assessment collection, use, and disclosure of Covered Information focusing on:
procedures

— Review corporate and department-specific policies and procedures to
understand how Covered Information is segregated from other systems;

— Interview stakeholders to determine how user access to Covered Information is
limited based on business need;

— Examine how records and assets are retained for only as long as reasonably
necessary,

— Inspect the proper disposal of records upon their eligibility for disposition;

— Interview stakeholders to determine how Data Minimization principles were
adopted as part of third-party disclosure practices;

— Perform virtual site walk-throughs at the Customer Contact Center, Branch
Offices, and interviews with ESSs to understand how Data Minimization is
implemented in the Contact Centers, Branch Offices, and in a remote working
environment.

RESTCES TN ETRA SDG&E has implemented the Data Minimization principle as a foundational
component to its overall privacy program framework. The company has
documented policies and procedures limiting the amount of information collected,
stored, and retained; the number and level of employees who have access to
Covered Information; and the categories of third parties with whom it is shared.

SDG&E enforces the same Data Minimization protocols within the Contact
Centers and Branch Offices as they do for employees working remotely. Data
Minimization is reinforced through various trainings and employee compliance with
relevant policies and procedures is routinely reviewed.

SDG&E management reviews and certifies that Covered Information is retained
only as long as necessary for a specific business purpose and that it is properly
disposed of in a timely manner.

m No Exceptions noted.

Risk implication |
Rocommendation |
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Rule 6: Use and Disclosure Limitation

KPMG KPMG assessed SDG&E's Third-Party Management Program focusing on:
assessment
procedures

— Examine processes in place for disclosure of Covered Information to third
parties. “Third party” is defined to include suppliers and contractors;

— Review procedures and forms for customers to authorize and revoke a third
party to receive Covered Information on behalf of the customer;

— Examine third-party management policies and procedures and interview of
stakeholders to understand how SDG&E implements practices and procedures
based on the categories of third parties;

— Review third-party contract management process including onboarding,
contract compliance reviews, and contract termination;

— Review third-party (suppliers, vendors, contractors and consultants) risk
management documentation;

— Examine data transmission protocols and ongoing monitoring of third parties for
compliance with SDG&E policies and contractual provisions.

RESTIEET I ETA A SDG&E has processes in place to allow customers to share their Covered
Information with third parties. SDG&E has formal internal procedures to manage
customer requests for disclosure to third parties, which include forms for explicit
customer authorization and forms to revoke such authorization (C/ISR forms).

Prior to providing services to SDG&E, all third parties must have a written formal
agreement and must undergo a risk assessment conducted by the Information
Technology Vendor Management Office (IT VMO). In addition, SDG&E has internal
third-party management policies and informs third parties about data privacy
requirements. Third-party vendors are contractually obligated to maintain the
privacy of the information shared.

Current SDG&E standard contract templates contain privacy and security
provisions aligned with CPUC requirements. However, KPMG observed
inconsistent or missing privacy and security provisions in several sampled vendor
contracts, which do not align to formal regulatory requirements.

IRV 11 Il Third-party vendors with access to Covered Information may have safeguards to
protect customer privacy at levels less protective than those under which SDG&E
operates.

REWI NI CEHEELT M Management should consider reviewing third-party contracts involving sharing
Covered Information and ensure the contracts include the required standard
language to enhance customer privacy protection and help ensure Covered
Information is properly managed by third parties.

KPMG Report to San Diego Gas and Electric Company
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Rule 7: Data Quality and Integrity

KPMG KPMG assessed SDG&E's data validation methods and procedures focusing on:
assessment
procedures

— Interview stakeholders to determine how SDG&E validates the quality and
integrity of Covered Information;

— Examine the Smart Meter systems and infrastructure to understand how usage
data is managed and reconciled;

— Review policies and procedures and interviews with stakeholders to
understand how SDG&E provides customers with the opportunity to modify or
remove other data elements collected by the Company.

ESTCES NI N ETA SDG&E has policies in place that address the confirmation, validation, and
relevance of customer information. The Privacy Notice provides customers with
details to contact the Company by phone, email or mail should they need to view
or dispute their information. In addition, Contact Center personnel authenticate
and validate customer account information when answering a call. ESSs can assist
customers with updating their information.

SDG&E's My Account Terms and Conditions indicate it is the customers’
responsibility to ensure their personal information is updated and accurate.

System checks and manual processes are in place to validate energy usage reads
and perform edits to help ensure completeness and accuracy of usage data prior
to billing the customer.

m No Exceptions noted.

Risk implication |
Focommendation |

KPMG Report to San Diego Gas and Electric Company
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Rule 8: Data Security

KPMG KPMG assessed SDG&E physical and Cybersecurity measures to protect Covered
assessment Information focusing on:
procedures

— Review Cybersecurity policies, procedures, and measures related to: endpoint
security (antivirus protection, email/database security), network security
(network segmentation, Intrusion Prevention Systems/Intrusion Detection
Systems, remote access, wireless, firewalls, network access controls), logging
and monitoring, data loss prevention, web-content filtering, mobile security,
vulnerability and patch management, business continuity/disaster recovery,
change control (SDLC, cybersecurity assessments, privacy impact
assessments, secure code reviews), access management (user provisioning
and deprovisioning, access governance, privileged access, third-party access),
and data classification;

— Perform virtual site walk-throughs to observe and validate the physical and
technical security controls implemented to safeguard Covered Information at
the following critical SDG&E facilities: Customer Contact Center, a Branch
Office, Production Data Center, Credit Operations and Billing Operations;

— Inspect system profiles for in-scope systems storing Covered Information
related to key configurations and system settings: System Access (user
authentication and password configuration), Access Management (restriction of
access based on least privilege and need-to-know, segregation of duties,
periodic access reviews), Logging and Monitoring (system activity reviews,
audit logs and audit trails of changes to customer data), Disaster Recovery,
Data Protection (secure transfer mechanisms, encryption, masking of sensitive
data);

— Review the Sempra and SDG&E incident response and breach management
program and interview stakeholders who are responsible and/or accountable in
the response to a potential incident involving Covered Information, including
communications to regulators and impacted customers;

— Review evidence of tools deployed in the environment to detect and analyze
potential threats to Covered Information.

BESTISE N INETAl SDG&E has an established Information Security (IS) Program as part of Sempra
shared services that is accountable and responsible for the design and
implementation of both physical and logical information security controls to protect
Covered Information. Formal policies and procedures have been established and
implemented that address specific administrative, physical, and technical controls
to protect Covered Information. Monitoring procedures are in place to detect and
address noncompliance with policies and procedures. Various technical controls
have been implemented to prevent and detect incidents and unauthorized access
to systems containing Covered Information. A process is also in place to report
and track potential security incidents and breaches to help ensure they are
contained and eradicated, and measures are implemented to reduce the likelihood
of similar events from occurring in the future.

One SDG&E application storing Covered Information did not meet the baseline
Sempra security requirements for user authentication and audit logging during the
covered period.

KPMG Report to San Diego Gas and Electric Company
—-16 -



Risk implication Applications that do not meet Sempra’s baseline Cybersecurity control
requirements may result in the increased likelihood of unauthorized access and/or

data leakage impacting the confidentiality, integrity, and availability of Covered
Information.

TN EREETRL M Management should consider implementing the baseline Sempra Cybersecurity

control requirements to adequately protect Covered Information stored and
processed within the application.

KPMG Report to San Diego Gas and Electric Company
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Rule 9: Accountability and Auditing

KPMG KPMG assessed SDG&E's overall Customer Data Privacy and Cybersecurity
assessment programs, focusing on:
procedures

— Review documentation supporting each program as well as SDG&E’s
communication of these policies to both employees and contractors;

— Interview stakeholders to understand the level of executive support and
sponsorship of the Customer Privacy Program and Cybersecurity program,
including the individuals and roles responsible and accountable for the
customer privacy and cybersecurity throughout the Company;

— Interview members of SDG&E's Executive Management to understand
leadership’s views on customer data protection;

— Review processes to receive, track and resolve customer complaints, disputes,
and inquiries related to the protection of Covered Information. Test procedures
included a review of internal procedures, interviews with stakeholders involved
in the complaints process, and virtual walk-throughs of the Customer Contact
Center and Branch Offices;

— Examine the employee and contractor training and awareness programs
associated with the protection of Covered Information. This assessment
included a review of enterprise-wide and targeted training materials provided to
SDG&E employees and third-party contractors collecting, handling, storing, or
transmitting Covered Information. Additionally, KPMG observed training
compliance logs maintained for privacy trainings for employees and contractors.

REEES I ) T/ SDG&E has developed Company and department policies addressing proper
safeguards of Covered Information. The Company has achieved a high level of
maturity for its Customer Privacy Program, including a dedicated Customer Privacy
Program Manager, who provides support, oversight, and visibility to reporting.

Updates on data privacy and cybersecurity are regularly provided to management
and the Board of Directors, and the Company’s officers and directors reinforce the
importance through awareness programs and town halls.

A process exists to respond to complaints and inquiries levied by customers
related to customer privacy.

A Company-wide cybersecurity training and privacy training has been implemented
and a targeted supplemental Customer Privacy training is provided to employees
and contractors that have access to Covered Information.

SDG&E has an annual process in place to assign contractors with access to
Covered Information a supplemental Customer Privacy training. However, this
training is not consistently rolled out to contractors engaged after the training was
initially launched.

Low

Risk implication Contractors on-boarded after the annual launch of the training could use, process,
or store Covered Information without being trained on how to handle Covered

KPMG Report to San Diego Gas and Electric Company
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Information. In addition, a contractor could start and end their work assignment
without being required to complete Covered Information training.

G IR ELBELGH M Management should consider implementing a process to automatically assign the
required Covered Information training to contractors with access to Covered
Information upon their on-boarding. This will help to ensure contractors are
properly trained in a timely manner on how to access, collect, store, use, and
disclose Covered Information.

SDG&E has a process in place to identify contractors with access to Covered
Information and to assign relevant trainings regarding how to use, store, or
process Covered Information. However, SDG&E is unable to enforce contractor
trainings and therefore, completion rates could be lower than deemed reasonable.

Risk implication Contractors with access to Covered Information could be on-boarded and off-
boarded and never complete training on how to use, store, or process Covered
Information.

TN LB ELGH M Management should consider implementing a process to enforce contractor
training completion. This could include follow-up emails, as well as escalation
procedures (e.g. management involvement or termination of access to SDG&E
systems) for contractors who have not completed the training in a timely manner.

KPMG Report to San Diego Gas and Electric Company
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February 25, 2022

Doron Rotman
Managing Director
KPMG LLP

Re: San Diego Gas & Electric Response to KPMG’s 2021 Covered
Information Privacy and Security Assessment Report

Dear Mr. Rotman:

On behalf of San Diego Gas & Electric (“SDG&E”) we would like to thank you for
the professional services KPMG provided in performing the 2021 SDG&E Covered
Information Privacy and Security Assessment.

SDG&E engaged KPMG to perform this independent assessment to validate our
company’s compliance as required in the Smart Grid Data Privacy Decisions (D.11-07-
056 and D.12-08-045), We appreciate the rigor with which KPMG reviewed our privacy
and security practices, validated where our programs are sound, and provided guidance
on where our programs can do even better.

SDG&E reviewed the exceptions contained in KPMG’s 2021 Covered Information
Privacy and Security Assessment Report and provides the following attached response.

Sincerely,

Steve Rahon

Steve Rahon

Director, Customer Operations

Attachment
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